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Abstract- In the field of internet security botnet is becoming the significant threat as more number of users are 
connected to internet. Botnet which is a collection of infected computers so called (bots) are becoming the major 
threat to internet community. The difference between a malware and botnet is that bot is remotely controlled by a 
C&C server which are under the control of a botmaster. Here in this research, a DNS traffic based approach is 
presented for detection of the malicious activities performed by botnets with inclusion of IP-Domain features. At 
first, a detailed literature is presented for botnet detection, and then a DNS traffic analysis technique is proposed 
with inclusion of a) IP to Domain pairing, b) deep packet inspection (DPI), c) anomalous behavior of traffic 
exchanged between bot infected PC to C&C server. A shell script is developed to automatically fetch the 
network traces from a victim Honeypot machine for further analysis for botnet infections in network traces. 
Further the global data feeds related to botnet attributes are integrated with the system but the problem with 
reputation engine is that they only determine the suspicious domain. To determine the actual botnet infections; 
there is a need to apply another technique in the form of DNS traffic analysis. A prototype system is developed 
which profile the DNS traffic for botnet determinations, in the end experimental results are presented to validate 
our research.  

Index Terms- Bot, Botnets, Malware, Computer security, Reputation 

1. INTRODUCTION 

Nowadays web attacks are rapidly increasing, so to 
stop these attacks is becoming the important and 
necessary task for internet security researchers. Today 
botnet is becoming the biggest and serious threat for 
internet users and slowly botnets are spreading in all 
over the world. DNS is the core component of Internet 
but the strange thing is that it is also becoming the part 
of botnet. Most of the internet attacks are nowadays 
based on DNS, so it is important to inspect the DNS 
traffic for the detection of Botnets. Figure 1 depicts 
the structure of botnet. 
 

 
 

Figure 1: Botnet structure 

 
 
 
 
 
A botnet is a group of infected computers which can 
be presented anywhere, anytime (ubiquitous) from 
home to offices. This group of computers 
communicates with each other through C&C channels. 
They work under the control of single user known as 
botmaster. In botnets botmaster and bots exchange 
information through C&C channels, which can be 
implemented using different protocols, such as IRC, 
HTTP, and DNS. DNS is clearly a critical component 
of internet which is used for translation of domain 
names to IP addresses, but there are times when this 
protocol is used for malfeasance. The most common 
DNS based attacks are zero day attack, Cache 
Poisoning, DOS, DDOS, DNS amplification and Fast 
Flux DNS. For example domain names increasingly 
playing a role for the management of botnet C&C 
server download websites where malicious software is 
hosted and phishing pages that aims to steal the 
sensitive information from victim machines. Using 
domains names gives attacker the flexibility for 
migrating their malicious servers with ease. That is the 
malicious “services” that the attacker offers become 
more “fault tolerant” with respect to IP addresses 
where they are hosted. In this paper we introduce a 
passive DNS traffic analysis module and detection 
system to effectively and efficiently detect domain 
names/IPs that is involved in malicious activity. Many 
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researchers have use DNS before as a way to analyze, 
measure and estimate the size of existing botnets in 
the past years.  Some solutions have then attempted to 
use DNS traffic to detect malicious domains of a 
certain type. However all these approaches have only 
focused on specific types of malware. Our approach in 
comparison is much more generic and not only limited 
to certain types of attacks (e.g. only botnets). Our 
system is basically analyze the passive DNS traffic 
and detect the malicious domains and compares these 
malicious domains with the blacklisted domains/IPs. If 
any malicious domain/IP is found then our system 
generates an alert. Further we check the payload of 
that particular DNS packet which belongs to malicious 
traffic. The contributions of this paper are as follows: 

• A novel approach for the detection of 
malicious activity domains/IPs is presented 
that is based upon DNS traffic Analysis. It 
does not rely on prior knowledge about the 
kind of service the malicious domains 
provide (e.g. botnet that use domain 
generation algorithm, fast flux services). This 
is significantly different from existing 
techniques that only target fast flux or DGA 
based domains used in botnet operations. 

• The implementation of analysis and detection 
method that detect the malicious domains is 
presented which incorporate the reputation 
feeds from online scanner. 

• The evaluation of DNS Traffic Analysis and 
Detection engine with two datasets from the 
pcap captured on honeynet, as well as 
Blacklisted dataset is presented.  

 
 

1.1TECHNICAL BACKGROUND 
BOTNET  
A botnet is a network of compromised machines 
called bots or zombies under the remote control of a 
human operator called botmaster. The bot is piece of 
software that infects and compromises the machines. 
The infection is carries out through a variety of so 
called- distribution channels, which vary from 
compromised websites that serve malware via driven-
by mechanisms to phishing. Once infected, the 
machine will continue to work as nothing changed to 
the eyes of the legitimate user, while it is capable of 
executing malicious activities on the behalf of the 
botmaster, who will employ a command and control 
server (C&C) to dispatch orders to and gather 
information from the bots. 
Botnet Topologies 
Different botnet topologies imply different benefits 
and weaknesses. Our study will focus on the DNS 
based botnets, as it is more spread, even though recent 
reports indicate a rise in DNS based botnets. 
 

a. Centralized 
This topology reflects the classic and well established 
client server pattern. The bots communicate directly 
with the botmaster, which forwards the messages 
between clients. This technique guarantees the low 
latency and control over the packet delivery. Usually 
these servers are hosted in some bullet proof hosting 
service providers or in hostile websites, thus they are 
difficult to take down.  
 
b. P2P 
In contrast to the centralized topology, in P2P 
topology, there is no centralized C&C server, the 
botmaster can contact and send instruction to any bot. 
the communication in this topology does not depend 
on the one or a few selected C&C servers, thus the 
botnet becomes more resilient to detection and 
mitigation. As a result defenders cannot defeat this 
kind of botnet by taking down a small number of bots. 
Nevertheless, implementing a P2P C&C model 
requires more work by the bot’s authors because of the 
constraints posed by the P2P topology The main 
advantage in employing a P2P technology consists of 
a much more robust and resilient infrastructure, as we 
do not have anymore a single point of failure but each 
bot is responsible for broadcasting the message 
received to the other bots.  
 
c.Unstructured  
This is another way to design a botnet, featuring 
zombies that are completely agnostic with respect to 
the same botnet they belong to. The bot in an 
unstructured C&C topology do not contact and report 
to the C&C server. Whenever they need to send a 
message to the infected network, they encrypt it, 
randomly scan the internet and pass along the message 
when they detect another bot. even though the design 
is quite simple, it would not be able to guarantee the 
actual deliver and it would also be prone to extremely 
high latencies. 
 
 
BOTNET INFECTION LIFECYCLE 
Predominantly, botnet infection lifecycle is 
categorized into five major phases: initial infection, 
secondary infection, connection to C&C, malicious 
activities, and maintenance phases. Figure 2 represents 
overall diagram of botnet infection lifecycle. In the 
initial infection phase attacker scan the target machine 
for known vulnerabilities and infect victim machine 
through different exploitation methods. This phase is 
crucial for the progress of the whole infection; if failed 
further infection is impossible. After successful initial 
infection, the compromised host contacts the malware 
server to download the real bot executable. This phase 
is named as secondary injection since the binary 
having all bot logic gets executed on this stage. Also 
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the infected host executes a script known as shell 
code. Binary download may be realized by the means 
of FTP, HTTP or P2P protocols. 
Further infected host contacts with C&C server in 
order to registered as online bot and retrieve the 
commands to be executed. Bot behavior from this 
point depends on the retrieve commands. 
 

 
 

Figure 2: Botnet Infection Lifecycle 
 
BOTNET DETECTION APPROACHES 
A simple taxonomy for classifying Botnet Detection 
Approaches as shown in figure 3 is to categorize the 
technique as static or behavioral. However, the 
following sections classify botnet detection 
approaches into signature-based, anomaly-based, 
DNS-based and mining-based detection. 
 

 
 

Figure 3: Botnet Detection Approaches 
 

II.RELATED WORK 
Recent research on DNS traffic based botnet detection 
has proposed number of approaches that classify the 
different features between malicious and benign DNS 
usage. In [7], they tried to prevent the end users from 
visiting malicious websites which are target of domain 
flux technique. In particular they explored the use of 
statistical methods from machine learning for 

classifying site reputation based on the relationship 
between URLs. 
In [5] authors introduced a passive DNS analysis 
approach and a detection system, EXPOSURE, to 
effectively and efficiently detect domain names that 
are involved in malicious activity. They used 15 
features that allow them to characterize different 
properties of domain names and the ways that they are 
used (i.e., queried). After that, any given domain can 
be classified as malicious or legitimate using the tree.  
In [3], Antonakakis et al. introduce Notos to build 
models of known legitimate and malicious domains 
using 18 network-based features, 17 zone based 
features, and 6 evidence-based features. These models 
are then used to compute a reputation domains from 
non-DGA domains by using the both linguistic and IP 
features. 
 In [8], Yadav et al. measure K-L with unigrams, K-L 
with bigrams, jacquard index, and edit distance from 
training data set, and then use them to detect DGA-
based botnets. Later on they introduced another 
method that utilizes entropy of NXDomain and C&C 
domains for detection. Techniques and heuristics for 
detecting DNS blacklist (DNSBL) reconnaissance 
activity, where botmasters perform lookup against the 
DNSBL to determine whether their spamming bots 
have been blacklisted, is suggested in [13].  
The complex work by Bilge et al. [5] uses passive 
DNS analysis, examines a wide set of DNS traffic 
features and in corporate machine learning techniques. 
In [19] authors introduced BotDigger, a system that 
detects an individual bot by only using DNS traffic 
collected from single network. It utilizes a chain of 
evidence, including quantity, temporal and linguistic 
evidence.  
In [12], authors introduced a framework to analyze 
domain name system traffic, such as NXDomain 
queries, at several premier Top Level Domain (TLD) 
authoritative name server to identify malware related 
domains. Ibrahim Ghafir et al. have described a 
methodology for detecting any connection to 
malicious domain. This detection method based on 
blacklist of malicious domains. The blacklist is 
updated automatically and the detection is in the real 
time. This methodology is applied on pcap files which 
contain traffic to malicious domains [15]. 
Pengkui luo et al. described a systematic study of DNS 
failure using a large ISP datasets. It demonstrates that 
attackers are employing a disparate domain name 
patterns for their malicious activities. A 
comprehensive evolutionary learning framework is 
used to detect diverse clusters of suspicious DNS 
Failures [14].  
Guodong Zhao et al. introduced a novel system IDS 
placed at the network egress points to detect malware 
infection inside the network combined with DNS 
traffic analysis. Some new features are extracted and a 
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reputation engine is built on big data which include 
approximately 400 million DNS queries [16].  
 
 
III. METHODOLOGY 
In this section a methodology is proposed for detecting 
any connection to malicious domain/IP. Our detection 
method is based on a blacklist of malicious 
domains/IPs. As it is shown in figure 1, we pass the 
network traffic to the analysis engine. The analysis 
engine extracts all the DNS traffic and extract the 
DNS parameters. We analyze all the DNS requests 
and match the query with the reputation database the 
reputation database of malicious domains/IPs is 
updated automatically each day.  
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: Methodology for malicious Domain/IP 
detection 

 
If the DNS query matched with Blacklist then an alert 
is generated automatically by analysis engine. 
Figure 3 shows the implementation of developed 
Analysis and Detection Engine. Firstly pcap traces are 
extracted from a Honeypot machine corresponding to 
a malware captured and process them to a analysis 
engine. The purpose of analysis engine is to decode 
the DNS packets through DPKT library and store the 
extracted information in the form of  “Query_type, 
Query_ name, query_ID, Query_Response, detected 
URL, Resolve IP, websense, Reputation status IP and 
Domain/IP Reputation status” into a MySQL database. 
Any researcher may use this database as a feed for 
further analysis and applying data mining techniques 
on generated data sets. The motivation behind this 
module is to develop a database of malicious 

domains/IP extracted from network traces of a 
Honeypot machines. The domains/IP extracted are 
further checked with certain reputation scanners for 
their reputation status. If a domain/IP is found 
malicious, then it is indentified two indications a) 
Honeypot activities b) Reputation status which leads 
for further payload inspection of suspicious domain. 
The archive of domain/IP may further be useful for 
blacklist databases.  
The major blocks of the developed system are:  
A) Data Extractor 
A python based shell script is developed which fetch 
the network traces corresponding to a dropped 
malware on a Honeypot machine. The complete 
session of the network traces are extracted during 
which a malware is detected by a Honeypot machine. 
Further these traces are submitted to analysis engine 
for processing and extracting the DNS related 
intelligence. 
B) DNS Analysis Engine 
An analysis engine is developed which take those 
network traces, decode the DNS traffic with respect to 
source and destination and its metadata. The extracted 
intelligent data are first checked with repudiation 
databases for determination of suspicious domain.  
 
C) Reputation Scanner  
The reputation status of extracted domains/IPs are 
checked with integrated database of global feeds who 
provide the list of suspicious domains/IPs such as 
MalwareDomains, Zeus Tracker, Malware Bytes, 
Palevo Tracker etc. Presently 12 such feeds are 
integrated into main system and more than 60,000 
command and control IPs are recorded into database 
and which are currently active domains. The 
assumption here is that the technique used by the 
reputation scanners to determine a domain/IP as 
suspicious, is the indicator for analysis module to 
further inspections.  
 
D) Botnet attributes  
The extracted information from payload inspections 
are botnet attributes in the form of command and 
control domains/IP and its communications with 
foreign IP address. The set of bot commands are 
extracted and recorded into databases such as PING, 
PONG, PRIMSG, NICK, JOIN etc.  
 
IV.EXPERIMENTS AND RESULTS 
 
Bin 
ID 

MD5 hash Virus Total 
Label 

Suspicious domain/IP 
detected 

Data input 
 

Suspicious 
Domain/IP 

Analysis Engine 

Network Traces 
 

Reputation  
Database 

Payload 
Inspection 

Botnet 
Communication 
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1847 560498d6c21
33ebeaa40e4
80c097dbf4 

[Spammer*W
in32/Tedroo.
A] 

198.144.156.187/ 
hub.werbeayre.com 

1920 Bcc24e902f7f
4cee608adb9
608282d57 

PWS-Zbot 198.144.156.187/ 
hub.werbeayre.com 

1924 13fc8c1ce61e
823d277e12e
f92fbb205 

WormWin32/
Pushbot.gen 

198.144.156.187/ 
hub.werbeayre.com 

Table 1: Suspicious Domain/IPs 
 

As shown in the above table, the domain 
hub.werbeayre.com is detected as suspicious domain 
by threat seeker after DNS packet decoding by 
Analysis engine. It is an indication for further analysis 
of this malicious domain for further extraction of 
botnet infections.  
 
Deep Packet Inspection (DPI): 
1) There is lots of packets exchanged between the 
source and suspicious domain as shown in the below 
screenshot. The suspicious domain is making the full 
TCP 3-way handshake to the infected machine.  
 

 
 

Figure 4: TCP 3-way handshake with suspicious 
domain 

 

 
 

Figure 5: Payload inspection of suspicious domain 
 

2) After full 3-way TCP handshake with suspicious 
domain, it is further noticed that it was exchanging 
some encrypted data with the infected system. It is 
clearly shown in the header of the payload that it is 
trying to host some PHP pages on a host machine 
through GET command.  Further certain Bot 
commands are observed in communication in the form 
of HTTP Bot infections with its version number. In 
some payload inspection, the mechanism is able to 
populate the database with botnet communications in 
the form of IRC commands exchanged with bot 
infected machines and remote command & control 
server.  
Command and control server identifications- as shown 
in the above analysis and table ( table no), the 
suspicious domain is trying to control many malwares 
( 3 malwares in above analysis), which is the clear 
feature of botnet infections from command and control 
server. There are other certain communications 
recorded to determine the botnet command & control 
domains/IP. 
 
 V. CONCLUSION AND FUTURE WORK 
In this research, the technique of DNS traffic is 
applied to botnet infection determinations. There are 
certain methods are available for botnet detection but 
as per the research conducted, a few data sets are 
available for determination of botnet suspicious 
domains. The Honeypots based research is globally 
available but it only give the data sets in the form of 
malwares and network traces on which there is a need 
to apply another technique to determine the botnet 
infections. The Suspicious domain/IP detected by 
developed DNS traffic analysis module which inspect 
and decode the DNS packets from PCAP dump is also 
determined as malicious Domain/IP by third party 
reputation scanners as well the same is validated 
through SNORT IDS engine incorporated with 
emerging threat [ET] Signatures & alert produced by 
SNORT engine is determining the suspiciousness of 
detected Domain/IP. Through research investigation, it 
is formed that the dataset of malicious domain is not 
publically available. Instead few services are there 
which provide the list of different datasets, but the 
problem with these available datasets is that they are 
non uniform, non reliable and not accurate. Therefore 
the research motivation was to prepare the blacklisted 
Domains/IP through pcap dataset processing of 
honeynet network dump as well the malware samples 
captured on Honeynet. The development of GUI 
console for further visualization of data set is 
remained in these research implementations. The 
integration of reputation scanner specific to botnets is 
a continuous process to improve the system. 
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